EYEFE B LR SRR Z T RIS NA
AN 12, B2 KAWL EEF 2 KK
(1LEBERFAXEARMHFRIZKIIEDARMGH P, L 201203; 2. EHERALEA

WA I, i 200433)

FE: T A A5 B S0 S S 1 BURE AR [ VR E R AN AT 1R A6 2 2
R, T EAESCFPRNE SRR, i OREE  2  mT SE S A . e o T IR AR e
Bl Z LB HARA L, L DSMM s 24 R T 20K, BT 2 e 8ok, it
AR S B SR R N L BB MRS L 2 A T AT T ROR I AR . fEARAE
PRBOARIEA b, S5 a AV PG B R DL S S PREDR, Bt B S s S RIE IR, %
T AR HERAR T RAEM, SR S8R a3t =, i M Rot Hix
— P M )R, ol S0 = AR (8 P A 22 4 e ) OGRS RRE B K, St B s
B RO At S50 % Bt Sl B .

REEE: LW B, EE%Ae IR

HE2RS: TP311 ERPRIRIG: A

Design and Application of a Secure Computing Environment in the

Biomedical Informatics Laboratory
Xu Zhipeng 2, Li Jing 2, Dai Qiming !, Pei Haoyu 2, Xu Yongwu !

(1. State Key Laboratory of Genetic Engineering, Human Phenome Institute, Zhangjiang Fudan International
Innovation Center, Fudan University, Shanghai 201203; 2.International Human Phenome Institutes (Shanghai),
Shanghai 200433)

Abstract: Owing to the sensitive nature of data within biomedical informatics labs, there's a
critical need to ensure secure and compliant data sharing and utilization, abiding by national legal
mandates and prevailing research ethics. An analysis of the existing data-sharing methodologies in
these labs reveals significant security gaps. Following the DSMM (Data Security Maturity Model)
design specifications, we investigated contemporary security defense mechanisms and crafted a
secure computing environment that addresses specific requirements like data utilization, leakage

prevention, and security auditing within the biomedical informatics setting. On the basis of



standard sandbox technology, combined with biomedical information requirements and laboratory
management requirements, including dynamic resource scheduling, security audit, process
approval and other technical tools suite is designed, all tailored to enhance secure data sharing
within the lab. This integration effectively tackles the dual challenges of data encryption and
optimized computation. With this fortified data computing environment in place, the lab's data
operations are aligned with the leakage prevention criteria of the DSMM, ensuring a robust and
cost-effective data infrastructure.
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